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Product Intended Use

The new Elead CRM Single Sign On (SSO) login and multi-factor authentication (MFA) to provide the security and
convenience that dealerships count on from Elead CRM. Our new SSO and MFA solution combats data breaches, weak
passwords and phishing attacks.

Single Sign On (SSO) is an authentication method that lets users log in to any of CDK's several related, yet independent,
software systems with a single sign on ID and password. With SSO, you no longer need to remember multiple passwords,
eliminating password fatigue.

Multi-Factor Authentication (MFA) uses your mobile phone, email or Okta app as an additional authentication step to
verify a user's identity and safely log into the system making your CDK applications, dealership and user accounts even
more protected.

Manual Intended Use

This manual is intended for use as a source of instructional information required to create an SSO account, configure
MFA Authentication methods and log in to the Elead CRM using SSO and MFA.

Manual Intended Audience
This guide is intended for use by all Elead CRM users.

Contact Information

For additional information contact: support@cdk.com
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Create Single Sign On (5S0O) account

Log in to the Elead system as usual. The Sign In button redirects you to a new sign in page that begins the SSO account
creation process.

Sign up for SSO

Single Sign On (SSO) Press Sign Up to begin

setti ng up a new SSO Make your CRM account even more secure.
Don't have an $S0 account yet? Sign Up @ and MFA. Please login to the CRM using your existing username & password.
OF The question mark (?)

opens the User Guide

for guidance. Username \
Enter your Elead

A CRM credentials.

O Remember This

Password

Press Sign In. The

Forgot your password? ) . L.
( Sign In SSO wizard initiates.

r . ™

| Sign In |

k. - © 2023 Elead/Elead1one/Elead CRM is a trademark of CDK Global, LLC.

This portal is for the use of elead clients only, and such use is subject to such clients' contracts with elead.

Figure 1: SSO/MFA Sign Up Wizard Initiated

Cont'd on next page
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Create Single Sign On (SSO) account contd
Begin new SSO sign up Process

The verification email is sent.

elead

Sign up for Single Sign On (S50)

Welcome, Name

You are required to enter an email address for conversion to our new
SSO/MFA login solution

To register, please enter an email address you can access outside of
the CRM

If you use an email address for other CDK apps, such as Drive, and
that address can receive emails, use that email address here.

Enter email Enter an email
\ address that can be
accessed outside of
Confirm email the CRM.

Send Verification Email

Press Send
Verification Email.

/Notice that the
screen changes
to Registration Action Requi.red-- Complete
Ermail Sent with a Account Activation
reference to the
registered email CDK GLOBAL
address. If the
email address is

elea correct and the
verification email Hi

was received,
proceed to Step 6.

Thank you for configuring your Single Sign On
(SS0O) with CDK.

Registration Email Sent
Anew user account has been created for you.
Please click the link below to verify your
email address:

We've sent an email to jsmith1234@gmail.com to verify
your Email address and activate your account. The link in
the email will expire in 7 days.

Click here if you would like to register with a different
ail address or resend verification email

Go To Single Sign On (SSO)

Proceed to CRM >><—|

Alternatively, press
Click here if the
verification email is

Press Verify Account from the
verification email received. NOTE:
This link expires in 7 days.

Alternatively, if CRM
access is required

) . immediately, press
not received or if a Proceed to CRM. This

different email option is no longer
address is needed. available once the

Skip to the next page. SSO is completed.

Figure 2: Sign Up with Email Account

NOTE: If Proceed to CRM option is used, registration must still be completed at some point to ensure utmost security.

Cont'd on next page
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Create Single Sign On (SSO) account contd
Registration Failed Message

If the registration fails for any reason, the Proceed to CRM option is available.

elead

Registration Failed

We're sorry, but something went wrong. Please try again
in some time

Please contact Customer Support if you are unable to
register

If the Registration fails for any reason,
press Proceed to CRM. The CRM opens.

Proceed to CRM >

Figure 3: Registration Failed — Proceed to CRM

NOTE: If Proceed to CRM option is used, registration must still be completed at some point to ensure utmost security.

Cont'd on next page
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Create Single Sign On (SSO) account contd
Register a Different Email or Resend Verification Email

If there were problems receiving the verification email, you can either resend the verification email to the same email
address or register a different email address that you can access outside the CRM. The ‘Click here’ link from the previous
‘Problem Solving’ image opens a page where you can do just that. These are alternate steps to resolve any issues

experienced with the verification email.

Register New Email Resend Verification Email
Address to registered email

elead

Register New Email

You are currently registered as  user@email.com

If you wish to change the email address, please enter an email
address that is accessible outside of the CRM

Enter a different Enter email
email address that
can be accessed

outside of the CRM. Confirm email

Press Change ! 5 Change Email Address .

Email Address. h :

Repeat Steps 1, 2, 3 ( Press Resend if the registered

and 5 from - ; - < email address was correct but the
Didn't receive an email? Resend

previous page. L verification email was not received.

Figure 4: Resend Verification Email or Register Different Email Account

Cont'd on next page
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Create Single Sign On (SSO) account contd
Finish creating your Modern-Retailing SSO account

Creating an SSO account requires a new password. Use a strong password since it is not entered every time. The SSO
account remembers the password that is set and uses it in the background with other authentication data when logging

into the system.

CDK GLOBAL.

o

o

Welcome to modern-retailing-preprod, (

Create your modern-retalling-prepr 550

Enter a new strong
password that will be used

Enter new password

| ) by your SSO login.
Pezsword requirements:
= Atleact £ characters
= Alowsrcase leter
= Anuppercaze leter
= Anumber
= Mo parts of your usemame
= Your pmssword cannst be any of your lest 4 passwords E nte r t h e new
popedl ney passierd password again.
J
Choose a forgot password question
from the list so that you can reset your
Choose a forgot password question paSSWO rd |f yOU fo rg et |t
[Winat is the food you least lixed as a child? o |: \-

Answer

Answer the question selected above. ]

Press Create My Account. The SSO
account is created. This
automatically redirects to the
Elead CRM application landing

Create My Account

Figure 5: Finish SSO Account Creation

Cont'd on next page
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Set up Mmultifactor authentication (MFA)

Once the SSO account is completed and active, the MFA wizard initiates automatically. The MFA creation wizard has
options to set up SMS, email, Okta, Google Authenticator and Biometric authentication. Follow these steps to set up the
following authentication options (Google Authenticator and Biometric instructions not included in this document):

e SMS Text
e [Email
e Okta

Set Up MFA SMS Text Authentication
@ (o]

CDK GLOBAL
@ Refer to the SMS text
message on your
CDK GLOBAL phone. Retain the

verification code.

Select the Receive a code via SMS to authenticate

Set up multifactor authentication cou ﬂtl’y
where your United States v
phOﬂe is Your verification code is 401151,

registered.

Phone number

Send code

@) O
Ent ; .
cglli:hyoo:er Press Send code. tOPOoOSB = C
nurmber The button —
Press Configure Factor. with the changes to ‘Sent.
SMS Authentication is areas code.

the default option and

must be set up first.
Figure 6: Set Up SMS Text Authentication

Cont'd on next page
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Set up Mmultifactor authentication (MFA) contd
Set Up MFA SMS Text Authentication contd

SMS Text authentication is a default option and must occur before other options can be configured.

CDK GLOBAL

Receive a code via SMS to authenticate

United States A

Phone number

+] XXK-XXX-XXXX

Enter Cod o .
i Enter the verification code from

the SMS Text message (illustrated
in Step 5 on the previous page).

401151

authentication methods. DO NOT PRESS FINISH.

a Press Verify. This returns you to the factor list to set up additional J
>

CDK GLOBAL

Set up multifactor authentication

Enrolled factors

Notice that SMS Authentication
has a green checkmark as this
option has been configured.

€ sMS Authentication o,

Additional optional factors

e Okta Verify

Setup

@ Security Key or Biometric
Authenticator

e Coogle Authenticator

Setup

Email Authentication

a Press Email Authentication
Sewup | ¢ Setup. This button automatically
opens the email setup wizard.

Figure 7: Complete SMS Authentication Setup and Begin Email Authentication Setup

NOTE: Multiple authentication methods, especially email, are recommended in case the phone is lost or unavailable.

Cont'd on next page
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Set up Mmultifactor authentication (MFA) contd
Set Up MFA Email Authentication

The MFA Email Authentication method uses the same email address registered for the SSO account.

Press Send me
the code from
the Set Up Email
Authentication
screen.

Cont'd on next page

CDK GLOBAL

Send me the code

T Okta

To:

Confirm your email address

CDK GLOBAL.

modern-retailing-preprod -
Action Required: Confirm
your email address

Hi

You are receiving this email so we can confirm
this email address for your account.

Please use the following one-time code to
complete verifying your email address:

235474

If you believe you have|received this email in

CDK GLOBAL.

Y
= )

Set up Email Authentication
A verification code was sent tc
user@email.com Check your email and

enter the code below.

Verification code

error, please reach out fo your system I
administrator. A
Refer to the SSO registered
email for an email from
Okta/CDK Global to Confirm Enter the
your email address. Retain the verification A Press
verification code. code from the Verify.

email.

Figure 8: Email Authentication Setup
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Set up Mmultifactor authentication (MFA) contd
Set Up MFA Okta Verify Authentication

Okta Verify is an app installed on your phone that allows CDK Global to push the authentication instead of transferring a
code from your phone to the computer.

CDK GLOBAL

Set up multifactor authentication

You can configure any additional optional
facter or click finish

Enrolled factors

@ SMS Authentication Q
by Notice that Email Authent|ca.t|on CDK GLOBAL
BN Email Authentication (] has a green checkmark as this
option has been configured. I

Additional optional factors ( e )

e Okta Verify N
Enter single-use code from the CDKGLOBAL
mobile app Setup Okta Verify
Setup Press Okta _ _ SelestiourasieeEY press the Okta Verify
Verify Setup. ' ' /@ iPhone from the App Store link
™ Google AuthenticaYor et T to download the app.
Enter single-use code from the
mobile app. Setup Okta Verify

Setup Select your device type 0 Download Okta Verify from the App

Store anto your maobile device.
Select the device type

Back to factor | Press Next. The next
screen shows a QR Code
that is used later in this

Figure 9: Okta Verify Setup setup. Do not close the

QR screen.

Cont'd on next page
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Set up Mmultifactor authentication (MFA) contd
Set Up MFA Okta Verify Authentication contd

Add Account

okta Verify +

| authwalkme.com > Choose Account Type

B lynn.creekmore@cdk.com

5 Whole Foods

Po ) Choose the type of account you would like to add
—~. @

Petsmart il é Press the plus sign (+) ] m Organization

to add and account.
Press Organization as
LN the Account Type.

Launch Okta Verify on
your mobile device.

Figure 10: Create Okta Verify Account

Cont'd on next page
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Set Up MFA Okta Verify Authentication contd

Scan the QR Code to add CDK Global to your Okta Verify accounts.

Okta Verify

Do You Have Your QR Code?

r QR code is

s a laptop

Press Yes, Ready to
Scan. The phone
camera opens.

Yes, Ready to Scan

Mo, Sign In Instead

Back to TOC

Hold the phone camera up
to the screen where the QR
Code displays in the Setup
Okta Verify wizard.

Okta Verify automatically
scans the QR Code.

CDK GLOBAL

&

Betu p Okta Verify

Okta Verify

Account Added

‘You can noy in to your
org apps.

Return to your org; instructio
contint

Important: Keep this ap d on your device.
You'll need it nin.

The Account is Added.
Press Done.

Figure 1: Add CDK Global to Okta Verify

141 20

CDK GLOBAL

et up multifactor authentication

You can configure any a nal optiona
factor or click fi

Enrolled factors

G oxuavenry

€D sMS Authentication

<)

<)

[~] Email Authentication

Additional optional factors

o Security Key or Biometric
Authenticator

Notice that all three
authentication
methods are now
active; Okta, SMS and
Email.
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New Login
Use Single Sign On (SSO)

Login to the CRM using the newly created Single Sign On (SSO). A message displays if you have created the SSO and try
to log in with your CRM credentials.

Notice that this screen auto-
populates with the Email and
Password used to register for
SSO. Do not change this.

elead
elead
CDK GLOBAL
Single Sign On (SS0O)
A Signin
Dan't have an 880 account yet? Sign Up ®
OR A Email v
Login to Single Sign On (SS0)
Our records show that you have already registered for Single Sign
. On (SSO) for EleadCRM. Please click on the SSO button below to Password
O Remember This Once the SSO aCC_OUht 'S' login with your registered email address
created, use the Single Sign If you still have trouble logging in, please contact Customer
On (SSO) button to log into S:ppoﬂ Sl
the CRM.
&
Forgot your password?
Single Sign On (SSO)
Sign In

Meed help signing in?

NOTE: This message displays
if you try to log into the CRM
with your credentials after Press Sign In. The
the SSO account is created. Authentication

screen displays.

Figure 12: Login Screen for SSO

Cont'd on next page
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Once the MFA options are configured, select which method to use for authentication each time you log into the CRM.

CDK GLOBAL

NOTE: This screen
displays when logging
in using your new SSO
account. It may

display SMS or Email. [
i ¥

Verify with Email Authentication

Send a verification code to l_e@icloud.com.

Send me the code

T
e Okta Verify liIPhone)]
& | sM5 Authentication il | ]
B8 | Email Authentication

Select an authentication tactor

CDK GLOBAL

Press the down arrow to
reveal multiple options
for authentication. Select
one from the list.

_ it

Figure 13: Multiple Authentication Methods

Cont'd on next page
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Authenticate with SMS Text

The verification code is sent to your mobile phone in an SMS Text message. Use that code to authenticate on your

workstation.

CDK GLOBAL

—

SMS Authentication

(+1 XXX-XXX-0130

Enter Code

Send codj

10:08 ol F e

<@ (o]

oday 10:08 AM

Your verification code is 387675.

Open the text message
on your mobile phone.
Retain the verification
code for the next step.

Press Send code
when authenticating
with SMS.

Cont'd on next page

123 space return

Y

CDK GLOBAL

Enter the verification code
from the text message in the

field on the SMS

authentication screen.

e
e ~,
)
( J
\ J @
\‘\._,,/’/
SMS Authentication

(+1 XXX-XXX-0130

Figure 14: SMS Authentication

Entenggode

Send code

17| 20

Press Verify.
The CRM
opens.
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New Login Authentication Process conts
Authenticate with Email

Use the email registered when creating the SSO account to authenticate.

CDK GLOBAL.

CDK GLOBAL. ’q\

CDK GLOBAL
B

— modern-retailing-preprod - Action Required:
V4 Confirm your email address
Email Authentication

- Hi Nircj15,
\, / Averification code was sent to
b ./ You are receiving this emaill so we can confirm this email address for your m..h@tmmev.net. Check your email and
- account. enter the code below.
. . . g . e Please use the following ene-fime code fo complete verifying your emall ificati
Verify with Email Authentication e i b Vsrifcotoncode
i |
Send a verification code to m.. h@tmmecv.net T 1

If you believe you hava recsived this dmail in error, please reach out to your
Send me the code system adminisirator. Verify
A

Refer to the registered SSO

email account. Open the Enter the
Press Send me the code email from CDK GLOBAL Verification code Press Verify.
when using email to and retain the verification from the email The CRM
authenticate. code. received. opens.

Figure 15: Email Authentication

Cont'd on next page
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New Login Authentication Process conts
Authenticate with Okta Verify

Okta Verify is an easy method to use. It can either provide a code to enter on the screen or send a push notification which
only requires a positive response to open the CRM.

9116 all F (.

CDK GLOBAL

Open the Okta Verify
app on your mobile °
device. (N

N O=rr. 1

o

o

Did You Just Try to Sign In?

Elead
CDK GLOBAL CDK GLOBAL 4 Near Ashburn, Virginia, United States
More Info
N N O WINDOWS_10
': 0 :' = \ e | @ Justnow
Press Send Push \ / \ /
or ~— — @ https://modern-retailing-
preprod.oktapreview.com
Or enter code. Okta Verify (iPhone) Okta Verify (iPhone)
m
A
P Or enter code Cr entdr code
| ] Send push automatically || Send push automafically ‘ [
Yes, It's Me No, It's Not Me
| ] Do not challenge me on this device for [+] Do not challenge nmje on this device for
the next 30 days the next 30 days
Optionally, choose to select < Press Yes, It's Me. The
one or both of these extra Notice that the screen changes CRM opens on the
options before you send: to show the Push sent! workstation.
J

e Send push automatically

e Do not challenge on this
device for 30 days

Figure 16: Authentication with Okta Verify Push Notification

Cont'd on next page
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The CRM Mobile app uses the same verification email address as configured from the CRM desktop version in this

Section. You must complete the SSO and MFA setup on the CRM desktop version first.

Connecting to @ =

Sign in with your modern-retailing account to access Elead CRM
@ .
CDK GLOBAL.

Enter the email
Username used for
verification from the
CRM desktop version.

CRM MOBILE
N
Enter SSO in the
Username field.
) SSO ’ Sign In
N\ .
Leave the L ’ Email
Password field ¢
blank e ‘ jsmith1234@gmail.com
: J
[] KEEP MELOGGED IN Password
| =
Forgot your password?
Press LOGIN. The
CDK GLOBAL [] remember me
authentication > LOG]N
screen opens.
@ 2022 Elead CRM is a registered trademark of CDK Global, LLC.
Need help signing in?

Figure 17: CRM Mobile Login

Return to top

Enter the Password
established during the
verification process.

Press Sign In. The
CRM application
opens.
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